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Threat Modeling

Shostack’s 4 Question Framework for Threat Modeling

2. What can go wrong?

3. What are we going to do about it?

4. Did we do a good job?

1. What are we working on?
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Threat Modeling: The bottleneck

2. What can go wrong?

3. What are we going to do about it?

4. Did we do a good job?

1. What are we working on?

Identification of threats 
requires expertise 
and/or experience



GenAI for Threat Modeling
Clemens Hübner

Support for inexperienced teams 

Idea 1: Buy a tool!
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Support for inexperienced teams 

Idea 2: Gamification
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Support for inexperienced teams 

Idea 3: ✨ AI ✨
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AI support for Threat Modeling

What we do not want:

- Tool for experts

- Generation of complete threat 
model based on all available 
documentation

- Omniscient black box

What we do want:

- Usable for development teams

- Support during threat modeling 
session maintaining its 
communicative character

- Interactive access to knowledge 
base
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Introducing: inovexGTA

GTA - GenAI Threat Assistant

● Chatbot for threat modeling sessions
● Based on Azure OpenAI, built with Chainlit
● Predefined prompts for four use cases 

Security Architecture 
Interview

Threat Elicitation Data Flow 
Diagram Analysis

Defense and 
Mitigation Proposals



DEMO
GenAI Threat Assistant
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Evaluation and future ideas

Experience with the PoC 

+ Easy access for teams to 
pre-engineered prompts

+ Fitting conversations with 
helpful proposals

- Missing understanding for 
unusual, domain-specific 
threats

- Lengthy initial startup 

In the future

● Fine-tune prompts, add new use cases
● Improve graphic modelling and understanding
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